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This document describes how to set up a AX DATA ACCESS gateway
and how to connect Festo components to it and retrieve data.
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Introduction

1 Introduction

Festo AX Data Access is software that queries data from Festo components and can publish it via MQTT. The
software serves as a protocol translator: Festo-proprietary protocols are used to address components for the
transmission of data. The components then periodically send data to AX Data Access. In the software, the re-
ceived data is converted into a JSON structure and published to an MQTT broker under definable MQTT topics.
The MQTT broker itself is not part of AX Data Access. AX Data Access provides a so-called "MQTT client".

AX Data Access retrieves data from these Festo components:

CPX*/MPA
CPX*/VTSA
MSE6-C2M
MSE6-E2M
CPX-AP-|
CMMT-AS
CMMT-ST

Value-add data

(diagnosis, process, asset)
for 3rd party systems and
applications, e.g. Festo AX

Festo Components

» CPX/MPA
» CPX/VTSA,
» VIEM
CMMT
E2M/C2M
CPX-AP-|

A

I Runs onindustrial PCs, servers, cloud thanks to container technology I

3 of many more use Cases to implement with AX Data Access

Energy Monitoring Asset Transparency Condition Monitoring
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B
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1.1 Supported CPX Modules

Introduction

Valve Terminals with CPX-Modules can be combined in many variations. Festo AX Data Access supports the fol-
lowing modules for data access:

Modul name Festo Part No.
CPX-FB33 548755
CPX-FB43 8110369
CPX-M-FB34 548751
CPX-M-FB44 8110370
CPX-M-FB35 548749
CPX-M-FB45 8110371
CPX-FB36 1912451
CPX-FB37 2735960
8DI-D 541480
2AE-U-I 526168
8DI-8DO 526257
VPPM Display 572411
VPPM ohne Display 542218
VPPM ohne Display 542219
16DI-D 550202
4AI-T 541486
8NDI 543813
16Dl 543815
4DO 195754
8DI 195750
8D0O 541482
8DO-H 550204
4Al-| 541484
2A0-U-I 526170
4AI-P-B2 560361
4Al-P-D10 560361
33 3473128
4AE-U-I 573710
MPA1S 533360
MPA1G 533361
MAP2S 537983
MPA2G 537984
MPA1S 538657
MPA1S 533352
MPA1S-D 543331
MAP2S-D 543332
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1.2 Compatibility sampling rate vs. number of devices

For Festo AX Data Access, a sampling rate is preset for each connected device. This can be changed. The lowest
possible sampling rate is 100ms for all series.

Please adjust this setting only if you possess a profound understanding of consequences.

The level of the sampling rate influences the max. number of connectable devices. In particular, the number of

connectable devices is technically dependent on the hardware on which AX Data Access is executed. In particu-
lar AX Data Access benefits CPU power.



Components/Software used

2 Components/Software used
Type/Name Version Software/Firmware Date of manufacture
AX DATA ACCESS 1.1.7-max10

Table2.1: 1  Components/Software used



Overview Connectivity

. L] L]
3 Overview Connectivity
Siemens Industrial Edge Device
Added Value Apps App 1 App 2
£ SRRSO $——]
|E Data Bus po—
/data/cmmt/

{,current™: 1.54, .}

s7 s
Connector Apps Conn € v 4
ector
A

Ethernet-based
communication to Festo
devices in network

An overview of the connectivity of AX DATA ACCESS to Festo components is shown in the following image.

|E Data Hub

. -
w
Ethemet 100Mbit

Cl(UDP) ENGP (TCP/P) Cl(uDP)

CMMT STIAS MS6E-E2M
Motorcontroller Energy efficiency

CPX MPA
Valve Terminal




4 Overview AX Data Access Ul

41 Toolbar

AX Data Access «¢ Info-  Devices~  MQTT -

AX Data Access

Instance Name 10T-5

System Time Fri Sep § 12:00:31 UTC 2023

MQTT Statistics Published: 414619

Failed: 0

Reconnects: 1

Last Connected: 2023-09-08T00:53:17Z

Firmware 1.1.7-fa561eef 20230627

Boardings  Boarded devices: 1 (ul 1)

Device Types

Name
CPX-MPA-VTSA-VTEM
4.2 Main Page Information
AX DataAccess 4+ Info~  Devices~  MQTT -

Overview AX Data Access Ul

n* u*
mQrt € connection status.

Red: MQTT disconnected.
Blue: MQTT connected.
: Logout.

Info: General information and diagnosis.
Devices: Device boarding and configuration.
MQTT: MQTT configuration.

AX Data Access

Instance Name  10T-S

System Time Fri Sep 8 12:00:31 UTC 2023

MQTT statistics Published: 414619
Failed: 0
Reconnects: 1

Last Connected: 2023-09-08T00:53:17Z

Firmware 1.1.7-fa561eefl 20230627

Boardings Boarded devices: 1 (ull 1)

Device Types Name

CPX-MPA-VTSA-VTEM

MSE6-E2M

CMMT-AS

CMMT-ST

CPX-AP

CPX-AP_IO
CPX-AP_DEVICE_|OLINK_MASTER
IOLINK_DEVICE

System Time: Local Date and time from
base system

MQTT Statistics:

- Published and failed messages
overall

- Attempted Reconnects

Firmware: Version of the running software
Boardings: Count of boarded de-
vices/hardware components.

Device Types: List of supported device
types (all are Festo components)
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5 Set up MQTT configuration
5.1 Set up connection in AX Data Access
You can set up the MQTT Broker configuration through “MQTT” » “Broker Configuration”.

AX Data Access «r Info~  Devices~  MQTT ~ FESTO

Broker Configuration

Broker 1° ‘ matt://ie-databus:1883 \ o
Broker 2 ‘ ‘ o
Broker 3 ‘ ‘ o
Clientld * ‘ FESTOIOTIOT-S \ e
LastWill [ @

Username ‘ ‘

Password ‘ ‘

Koo A o

Please fill out the fields according to the individual configuration set up.

The hostname for Siemens IE Device Databus is “ie-databus”, the port is by default 1883.

5.2 Set up MQTT user IE Databus

In IE Management go to “Data Connections” and then “Databus” and choose your edge device.

SIEMENS o Pgag =

HA Home

.

catalog

WA Edge Devices

B sackups m
&
X uyinstalied apps w e
Data Connections

Databus Flow Creator

If there is no user created so far, a new user must be created:



Management

/ﬁ‘ Home

= Catalog £ Databuc
All System Apps gy Datab

Edge Devices

N
"é Backups

‘ My Installed Apps
e, Data Connections User View Topic View Settings I
& App Projects ,

U a
2% Groups v s L) -
o search Username A4
=

— Job Status

Databus Configurator for |IE Device @

Set up MQTT configuration

SIEMENS IndustrialEdge | WP ¢ £ 3

aaek

Live View
Topics @ I %  Permission ] Historize Action
search Topic ¥ search Permission v

Add at least one user to deploy

] Admin Management

All used topics must then be created and assigned to the existing or newly created MQTT user and given the per-

mission “Publish and Subscribe”.

Management
/ﬁ\ Home
=/ Catalog
All System Apps

I Edge Devices
i

Backups

Add Topic

My Installed Apps
Username *
festoSample

M Databus
& Datat X

Add at least ane topic to deploy

SIEMENS Industrial Edge | W@ ¢ £ g

App Projects

Groups v
Topic name *

Permission
Publish and Subscribe

[ IR

=
&
e’ Data Connections
P
—
=

= Job Status Topic required

7] Admin Management

Please refer to chapter 6.5 to check topics that are sent out via the device. You can also register a topic with a

static-defined prefix and a wildcard (+ one level wildcard, # multilevel wildcard) to be more flexible, such as

festoIOT/#

That would also include topics like

festoIOT/deviceIdl23/status
festoIOT/deviceIdl23/data
festoIOT/devicelId456/status

Management

SIEMENS IndustialEdge | WP @ £ @

A Home

0=)>

= Catalog M Datab X
All System Apps. wo

WA Edge Devices

B Backups . . .
Databus Configurator for IE Device @ a8 E

& Myinstalied Apps

& Data Connections UserView  TopicView  Settings | Live View

@& App Projects

8% Groups . Users © + Topics @ % Permission =] Historize Action

o Search Username v Search Topic ¥ search Permission v

Y= JobStatus —

- festoWildcard u Festol# Publish and Subscribe 1

féx) Admin Management festo 5

Afterwards, deploy the configuration to the edge device by clicking on the “Deploy” button and follow the steps.



Set up MQTT configuration

Once the setup is done successfully, both on device/databus level as well as in the application, AX Data Access
automatically tries to connect to the broker. A successful attempt can be seen through the connection icon in the
top bar turning blue:

AX Data Access -

5.3 Send Test Message

For testing purposes, a test message can be sent through “MQTT” » “Test Message”:

Test Message
Topic *

Message

0 - At most once
1 - At least once
2 - Exactly once

Topic : Topics are an alphanumeric identifier that is assigned to MQTT messages in order to
MQTT messages to classify them according to a context.

Message : Write the message to be sent here.

QoS (Quality of Service) : Itis an agreement between the sender of a message and the receiver of a message that
defines the guarantee of delivery for a specific message.

= QoS 0-at most once : The minimal QoS level is zero. There is no guarantee of delivery. The receiver
does not acknowledge receipt of the message and the message is not stored and retransmitted by the
sender.

= QoS 1-Atleastonce: Level 1 guarantees that a message is delivered at least one time to the receiver.
The sender stores the message until it gets a Puback packet form the receiver that acknowledges re-
ceipt of the message. It is possible for a message to be sent or delivered multiple times.

= QoS 2 - Exactly once : Qo2 is the highest level of service in MQTT protocol. This quality level guarantees
that each message is received only once by the intended recipients. QoS 2 is the safest and slowest
quality of service level. The guarantee is provided by at least two request/response flows (a four-part
handshake) between the sender and the receiver. The sender and receiver use the packet identifier of
the original PUBLISH message to coordinate delivery of the message.
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6 Manage connected devices (Festo automation components)

To be connected components must be in the same network than the Siemens IE edge device and reacha-
ble (network-wise).

AX Data Access & Info - Devices = FESTD
Manage Devices

Manage D
Balch D ing

=  Typein the IP address of the to be connected device

Scan Devices o

Y | 192.168.055

AX DATA ACCESS supports all the devices shown below. As soon as the device is connected to AX DATA ACCESS
the data is automatically received and send via MQTT.

6.1

Download Device Type File

Download currently installed Device Type File.

Upload Device Type File

Browse...  No file selected

CPX-10T b1 Info ~ Devices » MQTT ~ Configuration ~ Expenmental « Node-RED ~ Support ~ Logout FESTO
Manage Device Types
Currently installed Device Types
Device types defined: 8
Name Info Version
CPX-MPA-VTSA-VTEM Signature for CPX, MPA. VTSA. VTEM based devices 304
MSE6-E2M Signature for E2M based devices 132
CMMT-AS Signature for CMMT-AS based devices V14
CMMT-ST Signature for CMMT-ST based devices vid
CPX-AP Signature for generc CPX-AP gateways V1.1
CPX-AP_IO Signature for genenc CPX-AP devices Vi
CPX-AP_DEVICE_IOLINK_MASTER Signature for genenc CPX-AP 10-Link Master Vi
IOLINK_DEVICE Signature for generic 10-Link devices v

Manage Devices: Connecting CMMT-AS-xx-PN or CMMT-ST-xx-PN Data to AX DATA

ACCESS.

The device port of the AX DATA ACCESS can be connected directly to the PROFINET network. The configuration is
the same for both drivers.
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Manage connected devices (Festo automation components)

No. | Action

The Profinet master PLC must assign a IP address on the XF1IN port (CMMT-AS and CMMT-ST). If you do

not have a Profinet master PLC, it is possible to assign the IP address via Proneta (Siemens software). In
this example, the Profinet CMMT IP address is: 192.168.0.111

\ 8 Festo Field Device Tool - 3X
=

“ FESTO

Q @ @ EE| S w8 & & B m o om [ <|& @& |B°

Actions | Extras Help

Scan Firmware Recovery Favorite

General

Service Web Tools
list view | Graphic view | + | Device properties n
= - ; Projectname: ERTEC200P
] Device name IP Address Device type MAC Firmuiare ; TS ERTERT
& @ cpx-ioto 192.168.0.4 CPX-I0T-0 00:0E:F0:60:94:40 1.0.6-1cd8c58bf 20210716 Driver CMMT-ST-._-PN (0) PROFINET IO
1 9-B0- i v17.0.7
J # | €| ® |[ErTEC200P 182.168.0.111 WAY 00:0E:F0:68:B0:7F FESTO libRTER1 cPU ERTEC200P
Partnumber: urknown
IP Address: 152.168.0.11

IP Netmask 255.255.255.0
MAC 00:0E:F0:69:B0:7F
ENGP over ENGT: False
ENGP: False

Go to AX DATA ACCESS webserver and click on Devices --> Manage Devices

Devices ~ MQTT ~

Manage Devices

Manage Device Types

Write on Scan Devices the Profinet IP address of the CMMT an click on Scan again

Scan Devices

Y 1e2.168.0.111

The scan process has been completed successfully. Then click on “Board”

Scan Devices

Y 1s2.168.0.111

Found devices: 1

URL Device ID Device Type Action
engp.tcp://192.168.0.111:7507 3S7PP2HHWBX CMMT-ST

Boarding has been completed successfully. Connection OK all Connection Not OK all

After boarding the message are sent. Node-RED is optional and used here as a demo.

Scan Devices

Y | 192.168.0.111

Found devices: 1

URL Device ID Device Type

Action
engp.tcp://192.168.0.111:7507 3S7PPZHHWBX CMMT-ST Boarded &
Boarded Devices
Currently boarded: 1
URL Device ID Device Type Action
engp.tcp://192.168.0.111:7507 all 387PP2HHWBX CMMT-ST Info 82

Open Node-RED

Node-RED ~ Support ~ |

Open Node-RED
Open Node-RED Dashboard
Manage Node-RED
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7 On Network palette please drag and drop MQTT in. Then press double click on the object MQTT in.

Topic = # The subscription can be explicit or use Wildcards (#)
Output = choose “a parsed JSON object”.

~ network o
matt in w}.\ | d

CMMT-AS & CMMT-ST

£

| httpin e ——— — —
‘;\http response | ‘ # [‘ )
"
s
)y
5

——————— @ connected
[a) http request (0

-

websocket in

g
s

| websocket
[ ot
B
T
5
e

tcpin

y
| tcpout

L
o tep request
o)
T

udpin |

udp out

Edit mqtt in node

Delete

© Properties

@ Server CMMT-ST

= Topic #

@ QoS 2 v

@ Output a parsed JSON object
¥ Name
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»  Configure the server.

Edit malt in nede ~ Edit matt-broker node

Delate Cancel
< Properties 8B
% Name CMMT-ST
Connection Sacurity Messages
@ Server 127.001 Port | 1883

[ Enable secure (SSLTLS) connection
% Client ID ava blank for auto genarated
© Keep alive time (s)| 60 Use clean session

[0 Use legacy MQTT 3.1 support

On Common Palette drag and drop a debug.

T ode. [7716¢30.8600 -
SeTIeCRaR /812021, 10:17:51 AW node: f771ec30.800618 |~

o FestarAS7PP2HHWEXiproces payload: Object
common o Festo/387PP2HHWBNdiagnosis : msa payload : Object

v object

) ~object
o ) WA e e ~ields: object
E’ y CMMT-AS & CMMT-ST e outputXe: @

activeMotion: @
PSACTTEMP: 37.51001

E bl Bl STATESTATUSLED: 513
p 5 I R STATEPOWERLED: 257
1 ) TORQUEMDTOR: @.85478
complete ) # C . STATESAFETVLED: 257
€ 7 y - ) TORQUEDRIVE: 0.95478

@ connected OUTPUTPOSITIONREF: © STATEAPPLED: 256

OUTPUTVELOCITYREF: @ MATNSTATUS: 4
ouTPUTVR: © operatingtours: 97614.265625
IQREE: © MILEAGECOUNTER: @

" link 5 1Q: 9.934075 REVERSEPLAYCOUNTER: @

ink in (9] .

) g INPUTVALUE: null » DIAGNOSISCURRENT: object

S L o TId: "357PP2HHNEX"

O ik out ‘ 10: nutt con]

e MOTOREACTREL: @ deviceld: "3S7PPZHHNBX"

‘ comment ‘ ILIM: 8.1 messageType: "diagnosis
- — STATE: 196608 timestamp:
comId: “3STPPABNEX" "2021-09-08108:19:22.1327"

deviceld: “3S7PP2HHWEX™

messageType: “process”

times
“2021-89-88708:19:05. 11

amp:

10

It is possible to split the data into different and store them in variables. This is done using the object func-
tion.

 function ENGP Edit function node
CMMTAS & CMMTST | Delete Cancel m
S & Properties s B K
a swich O
€ y
4 GiTie ) W connecied
€ y W Name read_values &~
| .= N
a range
il " 7 Satup Funetion Closa
d template
1 uar Tenp - (payload: msg.payload.fields . PSACTTENP);
2 var voltage {payload: msg.payload.ftields.DOCVOLTAGE };
3 var torqus - {paylosd: msg.payload.fields. TURQUEDRIVE];
a
5 return [lemp,voltage,torque];
3

0 satosd: rumbr "
s B 8| e vares
O J X s ey ———

, —— N
@ connected 7\ msg.pardoad: number

37.629639

ar@i2021. 1112
Torque msg parioad

node: 66412604 826758
r

@.075084

11

Another way is to subscribe to the topic using the Deviceld.

Tal

B2, 11101644 node: cI0deSc 954cH18

P2HHWEKdiagnosis - msg payleac

~abject

@ connecte activeMotion: @
STATESTATUSLED: 513
STATEPOERLED: 257
STATESAFETYLED: 257
STATEAPPLED: 256
MATHSTATUS: 4

operatingfiours: 101299, 265625
MILEAGECOUMTER: @
REVERSEPLAYCOUNTER: @

» DIAGNOSISCURRENT: object

conld: "ISTPP2HHKWAX

deviceld: "3S7PP2HHWBX"

messageType: “diagnosis”

tinestamp:
2021-9-08T89: 20:47.1217°
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12 How to read the operating hours?
CMMTAS & CMMT-ST = T -]
L 3 L 2
Feslo/ASTRP2ZHHWBXidiagnosis read_values meq payload n 101554.273438
L]
Edit function node
4 Properties o E i
i
% Name read_values a8~
Setup Function Close
1
2 var device = {payload: msg.payload.fields.operatingtours};
3
a urn [device];
13 How to read the position of the drive?
° ® 9/27/2021, 10:08:27 AW node: 45a36e6f 443208 o}
Festo/3S7PP2HHWBX/process extract value msg_payload E Festo/357PP2HHWEX/process - msg.payload : number
@ connected 100499600
’ Position actual value
10,04986 mm
Edit change node
Delete Cancel m
4% Properties 44 & =
¥ Name extract value
= Rules
~
Set v | | = msg. payload
x
o/, msg. payload.fields.outputxX0
14 | Flow for reading the position of the drive.

[{"id":"5ab20854.acdda","type":"change","z":"5¢c272f72.5fcdc8","name": "extract
value","rules":[{"t":"set","p":"payload","pt":"msg","to": " payload.fields.outputX0","tot":"msg"}],"action":" "
,"property”:"","from":"","to":"","reg":false,"x":490,"y":160," wires":[["697a728f.3a8ce4 " ][},{"id": "9645f5ed.
3bcaf","type":"mqtt

in","z":"5¢c272f72.5fcdc8","name":" ", "topic":"Festo/357PP2HHWBX/process","qos":"2","datatype": "json","
broker":"d2becf95.64dd9","x":190,"y":160,"wires":[["5ab20854.acdda"][},{"id":"697a728f.3a8ce4 ", "type":"d
ebug","z":"5c272f72.5fcdc8","name":" ","active ":false, "tosidebar":true," console ":false, "tostatus " :false," com
plete":"false","statusVal":"","statusType":"auto","x":750,"y":160,"wires":[]},{"id":"d2becf95.64dd9", "type":
"mqtt-broker","name":"CMMT-

ST","broker":"127.0.0.1","port":"1883","clientid":"","usetls ":false," compatmode":false, "keepalive":"60","cl
eansession”:true,"birthTopic":"","birthQos":"0","birthPayload":" ","closeTopic":"","closeQos":"0"," closePayl

oad":"","willTopic":"","willQos":"0","willPayload ":" "}]
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6.2 Manage Devices: Connecting CPX-MPA to AX Data Access
No. | Action
1

The Profinet master PLC must assign a IP address to the CPX-MPA (FB43 or FB44). If you do not have a
Profinet master PLC, it is possible to assign the IP address via Proneta (Siemens software) or using
Festo Maintenance Tool. In this example, the Profinet CPX-MPA address is: 192.168.0.100

Scan Devices

Y  192.168.0.100

Found devices: 1

URL

Device ID Device Type Action
ciudp//192.168.0.100°991 527255604 CPX-MPA-VTSA-VTEM
The scan process has been completed successfully. Then click on “Board”
Boarded Devices
Currently boarded: 1
URL Device ID Device Type Action
ci.udp:/192.168.0.100:991 all 527255604 CPX-MPA VTSAVTEM Info 8

The board process has been completed successfully. Connection OK ail Connection Not OK al

After boarding the message are sent. Node-RED is optional and used here as a demo.

Node-RED ~ Support ~ |

Open Node-RED
Open Node-RED Dashboard

Manage Node-RED
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4 On Network palette please drag and drop mqtt in. Then press double click on the object mqtt in.
Topic = # The subscription can be explicit or use Wildcards (#)
Output = choose “a parsed JSON object”.

v network
Edit mgtt in node
O ot

‘;'. matt out = @  Properties & B

| http in \#\ L B J
p . @ Server CPX-MPA v &
\r-http response ‘ .\
. . i "' &= Topic #
Q hitp request Q # f_:
R L 4 .
——— ® QoS 2 v
| websocketin®) @ connected
1 @ Output a parsed JSON object v
| websocket ‘
out
[7, % Name
tcpin ‘;‘
Je
o tepout
S
o tep request
-y
L
udpin )
Je
) udpout
5 +#  Configure the server.
Edil matt in node » Edit mtt-broker node
Dalele Cancel
4 Properties % B
® Name CMMT-ST
Connection Security Messages
@ Server 127001 Port | 1883
[0 Enable secure (SSLTLS) connection
|| % ClientiD
@ Keep alive bme (s) 60 Usa clean session

[ Use legacy MQTT 3 1 Support

6 On Common Palette drag and drop a debug.

v common o
o L |
ey | CMMTAS & CMMT-ST

~fields: object

UPTIME: 584

E PDIN@1_chanl: @
|’ e # i P [’_ PDIN@1_chanZ: @
e g y PDIN@1_chan3: @
'l catch -}w @ connected PDING1_chand: 8
Fe Se04/diagnesis PDING1 chanS: @

status '}‘ ~object PDING1_chans: @

P Y ~fields: object PDIN@1_chan?: @
|( inkin ~ © BUSERRORS err8: @ LYK ~fields: object BOEG PDIN®1_chand: @
T | BUSERRORS_errl: 8 STATIONSI “epxe POTNGZ cheni: @
e BUSERRORS_err2: @ MANUFACTURER: "FESTO SE & Co. PDING2_chan2: @
|m| BUSERRORS_err3: @ ka" ‘ POINGZ_chan3: @
BUSERRORS_errd: @ MODEL: "Terminal CPx” PDING2_chand: @

BUSERRORS errS: @ DEVICEREVISION: 51" POTHEZ chens: @

BUSERRORS_err6: 8 g:z;;‘-;';?“?gf“ow P4-B.1M4.0.7 PDINGZ_chan: @

BUSERRORS_err7: @ ORDERCODE: "197336" PDIN@2_chan7: @

BUSERRORS_errd: @ TRADDR: "197.168.0. 108" PDING2_chans: @

BUSERRORS_errd: 8 NETMASK: "255.255.255 8" PDOUT®2_chanl: @

BUSERRORS_errl@: @ GATEWAY: "102.168.0.100" PDOUT@2_chan2: @

BUSERRORS_errll: 8 DHCP: “manual® PDOUT@2_chan3: @

DIAGNOSIS@e_mod: @ DESCRIPTIONTAG PDOUTO2_chand: @

DIAGNOSIS@®_modText: " LOCATIONTAG PDOUT@2_chans: @

DIAGNOSIS@8_chand: @ FUNCTIONTAG: PDOUT82 _chané: 8

DIAGNOSIS@8_chanTexte: "" OPTIME: "4:22:22:20" PDOUTB2 _chan7: @

DIAGNOSIS@1 mod: @ POWERCYCLES: 28 PDOUT@2_chans: @

DIAGNOSIS@1_modText: " SWITCHES switchl: @ PDIN@3_chanl: 228

DIAGNOSTSE] chand: @ SWITCHES_switch2: @ PDING3_chanl: @

DIQGNQSISBI_chanTextB: INDEX®®: @ PDING3_chan3: @

nIasNosrsal:cham: ° REVISION®G: "51" PDING3_chan4d: @
DIAGNOSIS®1_chanTextl: ** MODULECODE®B@: 216 PDOUT®4 _chanl:
DTAGNOSTS®1_chan2: @ MODULETYPE®@: "FBA44-RIO" PDOUT@4_chan2:
MODULEDESC@@: "PROFINET IO 2x PDOUT@4_chan3:

DIAGNOSIS@1_chanText2: "
DIAGNOSIS@1 chan3: @
DIAGNOSIS@1 chanText3: "
DIAGNOSIS@1 chand: @

PP R34S PDOUT®4_chand:

PDOUT®4_chan5:
PDOUTB4_chan&:

® 0 @ &0 @ ®

PDOUTA4_chan7:
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Read the first input. A sensor is connected to the first input.

URL Device ID Device Type
ci.udp://192.168.0.100:991 Jl 527255604 CPE-MPANVTSANTEM
EE—— | ~
CPX-MPA Tall nodes o

p—— & - 8 Festo/527255804/process : msg.payload : number
L e o — = T

@ connected

Edit change node

Delete Cancel

4 Properties o B =
% Mame extract value
= Rules
~
Set v | | w msg. payload
x
to

= msg. payload.fields PDINO1_chani
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6.3 Manage Devices: Connecting CPX-API-PN to AX DATA ACCESS
’2‘ >
L
$ | 20080
- 0Eue
== @ :
o - -9
-
oo
& 2
.
G ® .o °
] ‘e °
:._: B [ ]
° ° °
L0 9 P9 G——————
“e - ..
2 -2 @
No. | Action
1 The Profinet master PLC must assign a IP address on XF1. If you do not have a Profinet master PLC, it is
possible to assign the IP address via Proneta (Siemens software). In this example, the Profinet CPX-API
IP address is: 192.168.0.36
N 7] Festo Field Device Tool
(J Actions | Extras Help
% = = 2 e
Q % B B tw e & & B E @ om O
Firmware Recovery Favorite
' General | Service :
| Listview | Graphic view | -
Device name IP Address Device type MAC Firmware
f;_ & cpx-iot-o 192.168.04 CPX-10T-0 00:0E:F0:60:9A:40 1.0.6-1¢cd8c58bf. 20210716
j’;_ & ap-i-pn 192.168.0.36 CPX-AP-I-PN 00-0E:F0:64:33.EF FESTO CPX-AP R1
2 Please go to AX DATA ACCESS webserver and click on Devices --> Manage Devices
Devices ~ MQTT ~
Manage Devices
Manage Device Types
3 Write on Scan Devices the Profinet IP address of the CMMT an click on Scan again
Scan Devices
Y 192168036
4 After doing a Scan, the |/0 modules connected to the CPX_AP_|_PN are displayed.

Found devices: 5

URL Device ID Device Type Action

engt.tcp://192.168.0.36.7508/32771 3STPMZVC2H3 CPX-AP_IO
engt tcp://192.168.0.36:7508 3STPNC4J24K CPX-AP
engt.tcp://192.168.0.36:7508/32772 3S7PNCY87LN CPX-AP_IO
engt tcp://192.168.0.36:7508/32770 3S7PNQQDVRK CPX-AP_DEVICE_IOLINK_MASTER

engt.icp://192.168.0.36.7508/32773 3STPNSW35F6 CPX-AP_IO
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Please check the order of the modules using the CPX_AP_| web server.

Found devices: 5

URL Device ID

engt tcp//192.168.0.36:7508/32771 3S8TPMZVC2H3
engttcp://192.168.0.36:7508 3S5TPNC4J24K
engt.tcp://192.168.0.36:7508/32772 3S7TPNCYS7LN
engt icp://192.168.0.36:7508/32770 3S7TPNQQDVRK
engt.tcp://192.168.0.36:7508/32773 3STPNSW35F6

CPX-AP web server ap-i-pn / 192.168.0.36

CPX-AP-1-410L-M12

MC: 8206 Product Key: 357PNQQDVRK OrderNumber: 8086604
SW: 1.1.3HW: 1

Inputchannels: 8 Inputbytes: 12

Outputchannels: 4 Outputbytes: 8

CPX-AP-1-8DI-M12-5P

MC: 8200 Product Key: 357PMZVC2H3 OrderNumber: 8086602
SW: 1.43.10 HW: 0

Inputchannels: 8 Inputbytes: 1

CPX-AP-1-4DI4DO-M12-5P

MC: 8197 Product Key: 357PNCY87LN OrderNumber: 8086603
SW: 1.43.10 HW: 1

Inputchannels: 4 Inputbytes: 1

Outputchannels: 4 Outputbytes: 1

CPX-AP-1-4Al-U-I-RTD-M12
MC: 8202 Product Key: 357PNSW35F6 OrderNumber: 8086606
SW- 1013 HW- 1

Device Type

CPX-AP_IO

CPX-AP

CPX-AP_IO
CPX-AP_DEVICE_IOLINK_MASTER

CPX-AP_IO

Home
Diagnosis Device information
PROFINET / I1&M engl.icp://192.168.0.36:7508 3STPNC4J24K CPX-AP o
Ethemnet
Report
CPX-AP-I-PN-M12
MC: 8321 Product Key: 3S7PNC4J24K OrderNumber: 8086607
SW: 1.3.6 HW: 1
PS:248V
PL: 246V engt cp:/192.168.0.36:7508/32770 3STPNQADVRK GPX-AP_DEVICE_IOLINK_MASTER (@)

/

engt tcp://192 168 0 36:7508/32771

/

engt tcp://192 168 0 36:7508/32772

/

engt tcp://192.168.0.36:7508/32773

Action

o000

3STPMZVC2H3 cPx-AP_I0 @)
3STPNCYSTLN cPX-AP_IO@)
3STPNSWISFG cPxAP_I0 @

subscribe to the module.

After boarding the devices, let’s subscribe to the modules. To do this, the Product Key must be used to

|J Device 1 CPX-AP-I-PN-M12 |

1

Festo/3STPNCAJ24K/# j ——r
® connected

Edit matt in node > Edit mqtt-broker node
Delste

4 Properties

% Name EINGP

Connection Security

@Server 127.0.01
(] Enable secure (SSL/TLS) connection
@ Client ID

©Keep alve time () | 60

0 Use legacy MQTT 3.1 support

Leave blank for auto generated

Use clean session

Cancel

Messages

Port | 1883

CPX-AP-1. Only the ones that we want to receive data.

The same procedure should be done for each module. As a hint: It is not necessary to board all the

[ Device 1 cPX-APPNMIZ |

Festo/3STPNCAR4K |

@ connected

Jmgpepesa )
[ Device 2 cPX-AP-aIOL |

[ Festo/3STPNQQDVRKI# oo
@ connected T

| Device 3 GPX-AP--8DI-M12 |

[

Festo/3STPMZVC2HIE
@ connected

Device 4 GPX-AP-I4DI4D0-M12 |

Feslo/3STPNCYSTLNE

@ connected

Device 5 CPX-AP-I4A[

Festo/3STPNSW35F6/4#

@ connected
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10

Each module send three payloads: Process, diagnosis and asset.

Festo/3STPMZVC2H3iprocess - meg.payload : Object Festo/35TPMZVC2H3/diagnosis - msg.payload : Object
*object vobject
*fields: object v fields: object

INPUTSTATE: @ ¥ DIAGNOSISCURRENT: object
OUTPUTSTATE: null UPTIME: @

comId: "3S5FPMIVC2H3" ULOADVALUE: @

deviceld: "357PMZIVCZH3" UELSENVALUE: 24428

messageType: “"process” TEMPERATUREVALUEASIC: 161

timestamp: "2821-18-14T13:@3:52.549Z" comId: “3S57PMZVC2H3"

deviceId: "3S7PMIVCZH3"

*fields: object
PRODUCTKEY: "3S7PMIVC2H3"
FIRMWAREVERSIONSTRING: "vwl1.43.18"
comId: "3S5FPMIVC2H3"
deviceld: "357PMZIVCZH3"

Flow example

[{"id":"445ccch.f8b9534", "type":"comment","z":"7a3e81ebh.53df58","name": " Device 1 CPX-AP-I-
EP-

M12","info":"","x":180,"y":40,"wires":[]},{"id":"a3e396d4.c3a0a","type":"comment","z":"7a3e81
eb.53df58", "name" "Device 2 CPX-AP-|-
410L","info":"","x":170,"y":160,"wires":[]},{"id":"5687b5fd.833c9c","type":"comment","z":"7a3e
81eb.53df58", "name" "Device 3 CPX-AP-I-8DI-
M12","info":"","x":160,"y":280,"wires":[]},{"id":"687269a8.2b2e4","type":"comment","z":"7a3e
81eb.53df58", "name" "Device 4 CPX-AP-1-4DI4DO-
M12","info":"","x":770,"y":40,"wires":[]},{"id":"e778f8e5.bde88", "type":"comment","z":"7a3e81
eb.53df58", "name" "Device 5 CPX-AP-I-
4A1","info":"","x":740,"y":140,"wires":[]},{"id":"bd76b67.0b5d8c8","type": "mqtt

in","z "."7a3e81eb 53df58","name":"","topic":"Festo/3S7PNCB048G/#","qos":"2","datatype":"js
on","broker":"14b2d5c8.45878a","x":120,"y":80,"wires":[["6aabed9f.6e4924" 11}, {"|d" "6aabedof.
6e4924","type":"debug","z" "7a3e81eb 53df58","name":"","active":true,"tosidebar":true,"consol
e":false,"tostatus":false,"complete":"false","statusval":"" "statusType" "auto","x":390,"y":80,"w
ires":[]},{"id":"a90de56.a6d9918","type":"mqtt
in","z":"7a3e81eb.53df58","name":"","topic":"Festo/3S7PNQQDVRK/#","qos":"2","datatype":"js
on","broker":"14b2d5c8.45878a","x":130,"y":200,"wires":[["f1364836. e0a608"]]} {"id":"f1364836
.e0a608","type":"debug","z":"7a3e81eb 53df58","name":"","active ":true,"tosidebar":true," conso

le":false,"tostatus":false,"complete":"false","statusval":""," statusType ":"auto","x":390,"y":200,"
wires":[]},{"id":"d3ed1b.44a242e8","type":"mqtt

in","z":"7a3e81eb.53df58","name":" ", "topic":"Festo/3S7PMZVC2H3/#","qos":"2","datatype":"js
on", "broker" "14b2d5c8.45878a","x":120,"y":340,"wires":[["f9247fdb. 98864"]]}{"|d" "f9247fdb.9
8864","type":"debug","z" "7a3e81eb 53df58","name":"","active":true,"tosidebar":true,"console"

:false,"tostatus":false,’ complete" "false","statusVal":" ","statusType":"auto","x":390,"y":340,"wir
es":[]},{"id":"6c288eec.4a293","type": "mqtt
in","z":"7a3e81eb.53df58","name":"","topic":"Festo/3S7PNCY87LN/#","qos":"2","datatype":"jso
n","broker":"14b2d5c8.45878a","x":700,"y":80,"wires":[["646c0a6a.88cd2c"][},{"id":"646c0aba.8
8cd2c","type":"debug","z" "7a3e81eb 53df58","name":"","active":true,"tosidebar":true,"console
":false,"tostatus":false," complete" "false","statusval":"" "statusType" "auto","x":1010,"y":80,"w
ires":[J},{"id":"81e06257.410d4","type":"mqtt
in","z":"7a3e81eb.53df58","name":"","topic":"Festo/3S7PNSW35F6/#","qos":"2","datatype":"js
on","broker":"14b2d5c8.45878a","x":700,"y":200,"wires":[["€9030e5a.e72db8"]]},{"id":"e€9030e5
a.e72db8","type":"debug","z":"7a3e81eb 53df58","name":"","active":true,"tosidebar":true," cons
ole":false,"tostatus":false,"complete":"false"," statusVval":" ","statusType" :"auto","x":1010,"y":20
0,"wires":[1},{"id":"14b2d5c8.45878a", "type": "mqtt-broker","name":" CPX-AP-
I","broker":"127.0.0.1","port":"1883","clientid": " ", " usetls":false, " compatmode":false, " keepalive"
:"60","cleansession ":true,"birthTopic":"" "blrtths" "0","birthPayload":"","closeTopic":"","close
Qos":"0","closePayload":"","willTopic":"","willQos": "0" ,"willPayload":""}]
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Each module of CPX-AP-| system send three message payload: Process, diagnosis and asset. Let’s use

CPX-AP-1-8DI-M12 to show an example.

Festo3S7TPMZVC2HIIprocess - msg.payload : Object

Device 3 CPX-AP-I-8DI-M12

Festo/3S7TPMZVC2H3/H u—<1

@ connected comId: "3S7PMZVC2H3™
deviceld: "3S7PMZVC2H3™

~object

~fields: object
INPUTSTATE: 1
OUTPUTSTATE: null

messageType: “process”

timestamp:
"2021-10-06T09:41:10.759Z"

Festo/3STPMZVC2H3/diagnosis - msg.payload : Object

~object

» fields: object LI
comId: "3S7PMZVC2H3"
deviceld: "3S57PMZVC2H3"
messageType: "diagnosis®

timestamp:
"2021-10-06T09:41:10.794Z"

Festol3S7PMZVC2H3/asset . msg payload | Object
~object
v fields: object
PRODUCTKEY: "3S7PMZVC2H3"
FIRMWAREVERSIONSTRING: "v1.43.1@"
comId: "3S7PMZVC2H3"
deviceId: "357PMZVC2H3"
messageType: "asset”

timestamp:
"2021-10-06T09:48:18.7657"

11

Read the first input of the module CPX-AP-|-8DI-M12.

Y
| ' Device 3 CPX-AP-I-8DI-M12 |

° PEEREE—— .
Festo/3S7TPMZVC2H3/process  ————— 1 Read Inputs L')—II

@ connected

Edit change node

Delete Cancel

=2

)

] £+ Properties -]

Read Inputs

Set v | | = msg. payload

o |, msg. payload fields INPUTSTATE

Festo/387PMZVC2H3/process : msg.payload : number
1 | B
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6.3.1 CPX-AP-1-410L-M12.

This chapters show how to read data from a lo-Link device connected to a CPX-AP-I-410L-M12 module.
The example is carried out with a SPAW flow sensor.

Please check the 10-Link Interface and system Specification: 10-Link Interface and System Specification

Value to quantity conversion via linear equation is taking from 10-Link Interface and System Specification.

Quantity &

Intercept

-

>

Value

Variable = Gradient x PDV + Of fset

1 As an example this is the input process data for 10-Link device

rroCess O N reCors )
POV (nA) 1 24 UltegeeT_14 Dto 16383
POV (inB 2 _ UltegerT_14  Oto 16383
BDCL DD} 3 3 BocleanT
B80C3 OuC) N b4 BocleanT
B80C2 OuB) 5 1 BocleanT
BOCT Oud) 3 0 Boclean T

2 Where InA is the flow, InB is the temperature. The I0DD xml-File (can be obtained here: I0DDfinder (io-
link.com))

<ProcessDataRefCollection»
<ProcessDataRef processDatald="PI_ProcessDataln">»

<ProcessDataRecordlteminfo subindex="1" gradient="0.001953244217" off-
set="0.000000000000" unitCode="1352" displayFormat="Dec.1" />

<ProcessDataRecordlteminfo subindex="2" gradient="0.006103888177" off-
set="0.000000000000" unitCode="1001" displayFormat="Dec.1" />

<ProcessDataRecordltemInfo subindex="3" /»
<ProcessDataRecordltemInfo subindex="4" />
<ProcessDataRecordlteminfo subindex="5" />
<ProcessDataRecordlteminfo subindex="6" />
</ProcessDataRef>
</ProcessDataRefCollection»



https://io-link.com/share/Downloads/IOL-Smart-Sensor-Profile-Spec_10042_V10_Oct11.pdf
https://ioddfinder.io-link.com/productvariants/search/4463
https://ioddfinder.io-link.com/productvariants/search/4463
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Data from the flow sensor on Node RED.

10/12/2021, 10.24 34 AM node: 8b516493.a61618
DOVR nsg.parload . OF
vobject
v fields: object
v INPUTSTATE: array[36]

v(o . 9]
s @
: 9
: 16
1 245

> W = O

W 0 N O n B
o O 0o o o

»[10 .. 19]
»[20 .. 29]
» (30 .. 35]
v OUTPUTSTATE: array[36]
~[0 .. 9]

Conversion to HEX

= 16 =0x10
= 245 =0xF5

The raw value is: 0x10F5 = 4341

Variable = Gradient x PDV + Of f set

Variable = 0.006103888177 * 4341 + 0 = 26.4970 [°C]

Narme Wakue L
[+] Process data ingad
POV finA) 0.0 Limin
BDC4 iOutD) 0 )
BOC3 DutC) 0 (0
BDC2 iOutiB) 0 CF)
BOCT iDutd) 0 10
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6.4 Manage Devices: Connecting MS6-E2M to AX Data Access

The device port of the AX DATA ACCESS can be connected directly to the PROFINET network.

~

“’. .. % cex-0T

1’ Device 2Jalolr]
= @ WELL

No | Action

1 The Profinet master PLC must assign a IP address on the XF1IN port (CMMT-AS and CMMT-ST). If you do
not have a Profinet master PLC, it is possible to assign the IP address via Proneta (Siemens software). In
this example, the Profinet FB35 address is: 192.168.0.2

| < o

Extras  Help

@ (B § ¢ BE a8 w8 T <|& & |88 °

e || Fimware Network

Service | Web

ioe name 1P Address Device type MAC Projectnam -
19216804 CPXI0T-0 00.0E-FO 609440 1.06-2b665092 0 Drver CPXFB34 PROFING
cPU ERTEC200
19216802 CPXFEM 000EFO4ASFTA FESTO CPXR24 o LS

2 Go to AX DATA ACCESS webserver and click on Devices -->» Manage Devices

Devices ~ MQTT ~

Manage Devices

Manage Device Types

3 Write on Scan Devices the IP address of the Profinet slave.

Scan Devices

Y 19216802

Found devices: 2

URL Device ID Device Type Action
ci.udp://192.168.0.2:991 524967802 CPX-MPANVTSAVTEM
ci.udp /192 168.0.2:991 524967802_cm MSEG-E2M

4 The scan process has been completed successfully. Then click on “Board”.
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Scan Devices

Y 19216802
Found devices: 2

URL Device ID Device Type Action
ci.udp:/1192.168.0.2:991 524967802 CPX-MPA-VTSAVTEM
ciudp: /192 168.0.2:991 524967802 cm MSE6-E2M

The board process has been completed successfully. Connection OK all Connection Not OK all
After boarding the message are sent.

Y  192.168.0.2

Found devices: 2

URL Device ID Device Type Action
Cl.udp:/f192.168.0.2:991 024967802 CPX-MPA-VTSA-VTEM
ci.udp:/f192.168.0.2:991 524967802_cm MSEG-E2M Boarded &
Boarded Devices

Currently boarded: 1

URL Device ID Device Type Action

ciudp:/f182.168.0.2:991

524967802_cm MSES-E2I Info £
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6.5 Customizing MQTT Topic

The functionalities described in this section belong to the software version of the AX DATA ACCESS gateway (AX
DATA ACCESS-S). In MQTT environment is possible to customize the topics.

AX Data Access bn g Info - Devices - MQTT -~ Logout

Broker Configuration
Manage Certificates
AX Dat Customize Topics

Test Message

Choose Topic

Select the topic to be modified in that example CPX-AP-10-process message.
Topic Name

By default has this format Festo/%deviceld%/%message TypeName%

Customize Topics

Choose Topic: | CPX-AP_lO-process v Apply

Topic Name Festo/%deviceld%/%message TypeName% Add Placeholder

Time trigger

Cycle Time 1000

Trigger on connect O

Trigger on disconnect O

Selected Only O

Select Variables Key Select Trigger Note
PRODUCTKEY isDeviceld
o None v
FIRMWAREVERSIONSTRING o None v
DIAGNOSISCURRENT o None .
UPTIME o e "
ULOADVALUE g None v
UELSENVALUE o None v
TEMPERATUREVALUEASIC o None v
INPUTSTATE None v
OUTPUTSTATE None "
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As an example of the MQTT topic by default:
Festo/FFJGTWORVWX/process . msg.payload : Object
wohject
= fields: object
INPUTSTATE: 2
OUTPUTSTATE: null
comId: "FFIGTWIRVEX"
deviceId: "FFIGTWSRWVIWX"
messageType: "process”

timestamp: "2823-85-26T86:47:44.3847"

6.5.1 Change MQTT Customise Topics
New Topic Name: MQ100/Device/st02

AX Data Access % Info - Devices ~ MQTT ~ Logout

Customize Topics

Choose Topic: | CPX-AP_|O-process

Topic Name MQ100/Device1/st02/

Time trigger

Cycle Time 1000

Check in NodeRED

MC100/Device1/st02/ : msg.payload : Object
vohject
¥ fields: object
comId: "FFIGTWIRWVEX"
deviceId: "FFIGTWIRWVMWX"

messageType: "process”

timestamp: "2823-85-26TB6:49:42

i
Add Placeholder

.531Z"

FESTO

Apply
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6.5.2 MQTT Customise Topics: Select Variables

For each topics (CMTT,CPX-API,CPX etc..) it is possible to select more variables fully configurable by the user.
Some of them are selected by default. As a reference:

Customize Topics

Choose Topic: ‘ CMMT-ST-process v Apply

Topic Name Festo/%deviceld%/%messageTypeName% Add Placeholder

Time trigger

Cycle Time 1000

Trigger on connect ]

Trigger on disconnect (]

Selected Only O

Selected Variables Key Select Trigger Note
DEVICENAME o None v
PARTNUMBER o None Y
NOCCODE o None v
PRODUCTKEY o None v isDeviceld
IPADDRESS o None v
IPADDRESSFB o None Y
firmware o None v
outputX0 None o
activeUserUnit o None v
activeMotion o None ~
STATESTATUSLED

mn None v



7 Expert Configuration: signature.json

Note:

Expert Configuration: signature.json

Please be aware that this should only be done by experts into the AX Data Access software as false information
in the signature can lead to the gateway not properly delivering data anymore.

CPX-IOT & Info - Devices ~ MQTT ~ Configuration ~ Experimental -

Manage Devices

Manage DeVlCE Ty‘ Manage Device Types o

Currently installed Device Types

Device types defined: 8

Name Info

CPX-MPA-VTSA-VTEM Signature for CPX. MPA, VTSA. VTEM based devices
MSEB-E2M Signature for E2M based devices

CMMT-AS Signature for CMMT-AS based devices

CMMT-5T Signature for CMMT-ST based devices

CPX-AP Signature for generic CPX-AP gateways.

CPX-AP_IO Signature for generic CPX-AP devices.

CPX-AP_DEVICE_IOLINK_MASTER Signature for generic CPX-AP |10-Link Master

IOLINK_DEVICE Signature for generic 10-Link devices.

Download Device Type File

Download currently installed Device Type File

Upload Device Type File

| Browse.... | No file selected

7.1.1 Trigger interval

Support ~ Logout FESTU

Version

Upload

Vi1

Vi1

Vi1

Vi1
BT ©

Each device sends three messages with a preconfigure time. Diagnosis message payload is sent each 5

seconds. This time can be modified.

[H cp-iot signatures 357PN1PQRJQjson B3 ‘

1 {
2 "Signatures": [
H {

8 "rootnode": "",
"subscriptions": [

{THTH

"ig": "Data",

"interval™: 1
}
1

"force": true,

= "metaData": [
{
wign: "topict,

%

3

4 "uid": "CPX-MPA-VTSE-VTEM",

5 "iname": "CPX",

6 "info": "Signature for CPX, MEPR,
7 "version": "3.0.4",

9

"messageTypes": [
{
"messageTypeId™: "DIAGNOSIS",
"messageTypeName": "diagnosis",
"dataPrefix": "fields",

"triggerInterval™: 5000
"triggerOnDeviceConne: :
"triggerOnDeviceDisconnect™:

VTSA, VIEM based devices",

"value": "Festo/%deviceld%/%*messageTypeNames"

Process message payload is sent each 1 second. This parameter is configurable.
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"messageTypeId": "PROCESS",
"messageTypeName": "process",
"dataPrefix": "fields",
"triggerInterval™: 1000,
"triggeronDeviceConnect": false,
"triggeronDeviceDisconnect": false,
"force": true,
"metaData": [
{
"idn: "topic®,
"value": "Festo/%deviceld%/%messageTypeName%"

{THTY

e }
1.

Asset message payload is sent each 20 seconds. This parameter is configurable.

DD DO o oL
G W R O

88 "messageTypeName": "asset",
"dataPrefix": "fields",
"triggerInterval™: 20000,
"triggeronDeviceConnect": true,
"triggeronDeviceDisconnect": false,
"force": true,
"metaData": [
i
!Iid" . "tOpiC",
"yalue": "Festo/%deviceld:/%messageTypeNamei"

88 - }

99 | 1,

7.1.2 How to change MQTT topic.
The MQTT topic is defined in the metadata. In that example the topic is “Festo/%deviceld%,/connectionState”

120 "messageTypeId": "ONLINE",

121 "messageTypeName": "online",

122 "dataPrefix": "fieslds",

123 "triggerInterval": false,

124 "triggerCnDeviceConnect": true,

125 "triggerCnDeviceDisconnect™: false,
126 % "metaData": [

127 =] {

128 "id": "topic",

129 "value": "Festo/%deviceld%/connectionState"
130 L }

131 - 1s

Note: You can use all variables from the section “Payload extension” as part of the MQTT topic.
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7.1.3 How to change the content of the Device ID.

As a default, the DevicelD is the serial number of the valve terminal. In some case, it makes sense to change the
DevicelD for example if you want to use the Profinet station as a DevicelD. As a default, the DevicelD is the serial
number of the valve terminal. In some case, it makes sense to change the DevicelD. Therefore, the tag “isDevicelD”
must be relocate to the related note for example the Profinet station name.

br
{
br
{
eName$ "™
}
1
}
s
i payloadExtensior [
payloadExtensior [ 1 {
{ 1 lestKey": Type"
¢ geType", 1 value”: igeTypeName%
lue" 1geTypeName$" 1 },
by 1 {
{ B » . 1 lestKey": "deviceId",
stKey": "deviceld", 1 "value": "%deviceId%"
"value": "$deviceId$" 1 1,
b, 1 {
{ 1 "destKey": "comId",
1 "value": "$comId%"
180 b,
1 {
1 "destKey": "timestamp",
1 "value": "%creationTime%"
1 e
1 {
" A " 18¢ "destKey": "Publisher",
“”l[ ,'q o 1 'value": "$messageTypeName%"
; messageTypeName$ : }
1 ]
} J ; )
] 1 Ir
. 1 "Nodes": [
Node [
{ : !
paths.StationName" 1 "srcKey": "$nspath%.StationName",
ath%.StationName", e S
STATIONSNAME", : e B LONSNOME Y
eIds": [ 1 me [
1 " T
1 "ONLINE",
1 "OFFLINE"
1,
: "isDevicelD
e },
( {

) (‘
"%nspath%.Module00.SerialNumber",
"SERIALOO",
[
Li-sbevd B
},
{
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8 Appendix

In this appendix section you will find the payload message of the devices.

8.1 CMMT-AS and CMMT-ST MQTT payloads.

Process message Parameter number Description
outputXo0 1.128.0 Actual Position
PSACTTEMP 0.920.0 Temperature Powerstage
AIRACTTEMP 0.930.0 Temperature Air in Case
MOTORACTTEMP 1.940.0 Temperature Motor
DC Link Management
DCVOLTAGE 0.480.0 "Actual value of the DC link voltage"
Actual value of the torque (current * torque con-
TORQUEMOTOR 1.150.0 stant)
Actual value of the torque (current*torque con-
TORQUEDRIVE 1.151.0 stant*gear ratio)
OUTPUTPOSITIONREF 1.90.0 Setpoint Position
OUTPUTVELOCITYREF 1.91.0 Setpoint Velocity
OUTPUTVO 1.1210.0 Actual Velocity
IQREF 1.86.0 Setpoint Current (Active Current)
1Q 1.814.0 Actual Current (Active Current)
INPUTVALUE 1.9912.0 Analog In
ID 1.813.0 Actual value of the reactive current
Actual value of the relative 12T monitoring of the
MOTOREACTREL 1.6331.0 motor to the limit
Actual value of the 12T monitoring of the total
ILIM 1.6334.0 current
STATE 1.460.0 Status of movement monitoring

The motor controller send 3 groups of message: asset message, process message and diagnosis mes-
sage. The table below show the data received.

Parameter
Process message number Description

OUTPUTXO 1.128.0 Actual Position
PSACTTEMP 0.920.0 Temperature Powerstage
AIRACTTEMP 0.930.0 Temperature Air in Case
MOTORACTTEMP 1.940.0 Temperature Motor

DC Link Management
DCVOLTAGE 0.480.0 "Actual value of the DC link voltage"

Actual value of the torque (current * torque con-
TORQUEMOTOR 1.150.0 stant)

Actual value of the torque (current*torque con-
TORQUEDRIVE 1.151.0 stant*gear ratio)
OUTPUTPOSITIONREF 1.90.0 Setpoint Position
OUTPUTVELOCITYREF 1.91.0 Setpoint Velocity
OUTPUTVO 1.1210.0 Actual Velocity
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IQREF 1.86.0 Setpoint Current (Active Current)
IQ 1.814.0 Actual Current (Active Current)
INPUTVALUE 1.9912.0 Analog Input
ID 1.813.0 Actual value of the reactive current
Actual value of the relative 12T monitoring of the
MOTOREACTREL 1.6331.0 motor to the limit
Actual value of the I2T monitoring of the total cur-
ILIM 1.6334.0 rent
STATE 1.460.0 Status of movement monitoring
Parameter num-
Asset message ber Description
DEVICENAME 0.902.0.0 name
PARTNUMBER 0.70.0 part number
NOCCODE 0.71.0 order code
PRODUCTKEY 0.791.0 Festo product key
IPADDRESS 0.12004.0
IP Address
IPADDRESSFB 0.12004.1 ipAddressFieldbusinterface (IP address for engp via tcp/ip over the
fieldbus interface (currently either Ethernet coexistence in case of
Profinet or EoE in case of EtherCAT, depending on the device type)
firmware 0.960.0 CMMT Firmware version in string representation
activeUserUnit 1.1150.0 Currently active user unit
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8.2

CPX-AP-1-PN-M12 payloads.

Process message

Description

Inputstate status of the inputs
Outputstate status of the outputs
ComlID comlD

DevicelD Deviceld
MessageType "process”
Timestamp timestamp

Diagnosis message

Diagnosiscurrent

Uptime

Uloadvalue

Uelsenvalue

TempreatureValueAsic

ComlID

MessageType

Timestamp

Asset message

Productkey

FirmwareVersionString

ComlID

DevicelD

MessageType

Timestamp
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8.2.1 CPX-AP-I-410L-M12 payloads.

Process message Description
Inputstate status of the inputs
Outputstate status of the outputs
ComlID comlD
DevicelD Deviceld
MessageType "process”
Timestamp timestamp

Diagnosis message

Diagnosiscurrent

Uptime

Uloadvalue

Uelsenvalue

TempreatureValueAsic

loLinkVariant

SensorSupplyCurrentDrain

SensorSupplyEnable
ComlID
MessageType

Timestamp

Asset message

Productkey

FirmwareVersionString
ComID
DevicelD

MessageType

Timestamp
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8.2.2

CPX-AP-1-8DI-M12 payloads.

Process message

Description

Inputstate status of the inputs
Outputstate Null

ComlID comlD

DevicelD Deviceld
MessageType "process"”
Timestamp timestamp

Diagnosis message

Diagnosiscurrent

Uptime

Uloadvalue

Uelsenvalue

TempreatureValueAsic

loLinkVariant

ComlID

MessageType

Timestamp

Asset message

Productkey

FirmwareVersionString

ComlID

DevicelD

MessageType

Timestamp




CPX-AP-1-4D14D0O-M12-5P payloads.

Process message

Description

Inputstate status of the inputs
Outputstate status of the outputs
ComlID comlD

DevicelD Deviceld
MessageType "process"”
Timestamp timestamp

Appendix

Diagnosis message

Diagnosiscurrent
Uptime
Uloadvalue

Uelsenvalue

TempreatureValueAsic
ComlID
MessageType

Timestamp

Asset message

Productkey

FirmwareVersionString
ComlID
DevicelD

MessageType

Timestamp
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8.2.4

CPX-AP-1-4Al-U-1-RTD-M12 payloads.

Process message

Description

Inputstate status of the inputs
Outputstate Null

ComlID comlD

DevicelD Deviceld
MessageType "process”
Timestamp timestamp

Diagnosis message

Diagnosiscurrent

Uptime

Uloadvalue

Uelsenvalue

TempreatureValueAsic

loLinkVariant

ComlID

MessageType

Timestamp

Asset message

Productkey

FirmwareVersionString

ComlID

DevicelD

MessageType

Timestamp
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83 MS6-E2M payloads

Process message

Description

ShutoffValveClosed State of the shut off valve

AutooffPrepared Auto off function prepared

AutooffActivated Auto off function active

FlowRawValue Flow raw value

FlowAvgValue: Average flow for the last aggregation period

FlowMinValue: 117

Minimum flow for the last aggregation period

FlowMaxValue: 119

Maximum flow for the last aggregation period

PressureRawValue: 4600

Pressure raw value

PressureAvgValue:
4563.200195

Average pressure for the last aggregation period

PressureMinValue: 4520

Minimum pressure for the last aggregation period

PressureMaxValue: 4600

Maximum pressure for the last aggregation period

ConsumptionRawValue: 65535

Consumption counter (absolute)

ConsumptionAvgValue: 0

Consumption for the last aggregation period (relative)

AirSavinglastPeriod

Fictional saving due to the shutdown function (in the last aggregation period)

Operation_Time

Overall operation time

Switching_Cycles_Shutoffvalve

Number of switching cycles (if available)

CycleProcessCounter

Internal counter for aggregation

Diagnosis message Description
ErrorChannel Channel
iErrorNumber Error code number
sChanneltext Error code description
Asset message Description

ProductKey

Festo ProductKey

CMLibVersion

Software version preaggregation

ProcessTimePeriod

Aggregation period

PressureUnit

Pressure Unit

FlowUnit Flow Unit
ConsumptionUnit Consumption Unit
Flow_Standard Flow Standard

Serial_No

Serialnumber
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8.4 MS6-C2M payloads.

Process message

Description

ShutoffValveClosed State of the shut off valve
AutooffPrepared Auto off function prepared
AutooffActivated Auto off function active

FlowRawValue

Flow raw value

FlowAvgValue:

Average flow for the last aggregation period

FlowMinValue: 117

Minimum flow for the last aggregation period

FlowMaxValue: 119

Maximum flow for the last aggregation period

PressureRawValue: 4600

Pressure raw value

PressureAvgValue: 4563.200195

Average pressure for the last aggregation period

PressureMinValue: 4520

Minimum pressure for the last aggregation period

PressureMaxValue: 4600

Maximum pressure for the last aggregation period

ConsumptionRawValue: 65535

Consumption counter (absolute)

ConsumptionAvgValue: 0

Consumption for the last aggregation period (relative)

ConsumptionExtRawValue: 65535

Consumption counter extended (absolute)

ConsumptionExtAvgValue: 0

Consumption extended for the last aggregation period (relative)

AirSavinglastPeriod

Fictional saving due to the shutdown function
(iin the last aggregation period)

Operation_Time

Overall operation time

Switching_Cycles_Shutoffvalve

Number of switching cycles (if available)

CycleProcessCounter

Internal counter for aggregation

Diagnosis message Description
ErrorChannel channel
iErrorNumber error code number
sChanneltext error code description
Asset message Description

ProductKey

Festo ProductKey

CMLibVersion

Software Version preaggregation

ProcessTimePeriod

Aggregation period

PressureUnit

Pressure Unit

FlowUnit

Flow Unit

ConsumptionUnit

Consumption Unit

ConsumptionExtUnit

Consumption Extended Unit

Flow_Standard

Flow Standard

Serial_No

Serialnumber
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Error Code No

Available Error Codes - Error Description

10

Upper limit exceeded

15

Module/ Channel failed

25

Fault in parametrizing upper limit

26

Fault in actuator supply

29

Fault in parametrizing

8.5

VTUG via CPX-AP payloads.

Process message Description
Inputstate status of the inputs
Outputstate status of the outputs
ComlID comlD
DevicelD Deviceld
MessageType "process”
Timestamp timestamp

Diagnsosis message

Diagnosiscurrent

Uptime

Uloadvalue

Uelsenvalue

TempreatureValueAsic

ComlID

MessageType

Timestamp

Asset message

Productkey
FirmwareVersionString
ComlID

DevicelD
MessageType

Timestamp




Appendix

8.6

CPX-FB3X or CPX-FB4X payloads.

Process message

Description

UPTIME

Uptime since last power cycle in seconds

Diagnosis message

Description

DIAGNOSIS06_mod

Module error code number

DIAGNOSIS06_modText

Module error code description

DIAGNOSIS06_chan0

Channel O error code number

DIAGNOSIS06_chanText1

Channel O error code description

Asset message

Description

STATIONSNAME PROFINET station name
MANUFACTURER Festo manufacturer
MODEL Festo model

DEVICEREVISION

Module revision

SOFTWAREREVISION

Internal software revision

ORDERCODE Festo order code
IPADDRESS IP Address
NETMASK Subnetmask
GATEWAY Gateway address
DHCP DHCP mode

DESCRIPTIONTAG

PROFINET description tag

LOCATIONTAG

PROFINET location tag

FUNCTIONTAG

PROFINET function tag

OPTIME

Cumulative uptime in days:hours:minutes:seconds

POWERCYCLES

Cumulative number of powercycles

SWITCHES_switch1

Position of the DIL switch

SWITCHES_switch2

Position of the DIL switch

INDEX06 Module position on valve terminal
REVISIONO6 Module revision

MODULECODEO6 Module code

MODULETYPEO6 Module type

MODULEDESC06 Module description
SUBMODULECODEO6 Submodulcode

SERIALO6 Modul Serial number

PARAMETERO6_namel

internal parameter

PARAMETERO6_valuel

internal parameter

PARAMETERO6_name?2

internal parameter

PARAMETERO6_value2

internal parameter

PARAMETERO6_name3

internal parameter

PARAMETERO6_value3

internal parameter

PARAMETERQ6_name4

internal parameter

PARAMETERO6_value4

internal parameter

PARAMETERO6_name5

internal parameter

PARAMETERO6_value5

internal parameter

PARAMETERO6_nameé6

internal parameter

PARAMETERO6_value6

internal parameter




PARAMETERO06_name?7

internal parameter

PARAMETERO6_value?

internal parameter

PARAMETERO6_name8

internal parameter

PARAMETERO6_value8

internal parameter

8.6.1 CPX-8DI-D and 16DI-D payloads.

Process message

Description

PDINO3_chan1:

Input state
0 = inactive
1 = active

PDINO3_chan2:

PDINO3_chan3:

PDINO3_chan4:

PDINO3_chans:

PDINO3_chané:

PDINO3_chan7:

PDINO3_chan8:

o |0 |©O O |~ |O |0 |~ O

PDINO3_chan9:

PDINO3_chan10:

PDINO3_chan11:

PDINO3_chan12:

PDINO3_chan13:

PDINO3_chan14:

PDINO3_chan15:

o | |O |O O O |O

PDINO3_chan16:

Diagnosis message

Description

DIAGNOSIS03_mod: 0

Modul error code number

DIAGNOSISO03_modText: ""

Modul error code description

DIAGNOSIS03_chan0: 0

Channel O error code number

DIAGNOSIS03_chanText1:

Channel 0 error code description

DIAGNOSIS03_chan1: 0

DIAGNOSIS03_chanText2:

DIAGNOSIS03_chan2: 0

DIAGNOSIS03_chanText3:

DIAGNOSIS03_chan3: 0

DIAGNOSIS03_chanText4:

DIAGNOSIS03_chan4: 0

DIAGNOSIS03_chanText5:

DIAGNOSIS03_chan5: 0

DIAGNOSIS03_chanText6:

DIAGNOSIS03_chané: 0

DIAGNOSIS03_chanText7:

DIAGNOSIS03_chan7: 0

Appendix
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DIAGNOSIS03_chanText8: ""

DIAGNOSIS03_chan8: 0

DIAGNOSIS03_chanText9: ""

DIAGNOSIS03_chan9: 0

DIAGNOSIS03_chanText10:

DIAGNOSIS03_chan10: 0

DIAGNOSIS03_chanText11:

DIAGNOSIS03_chan11: 0

DIAGNOSIS03_chanText12:

DIAGNOSIS03_chan12: 0

DIAGNOSIS03_chanText13:

DIAGNOSIS03_chan13: 0

DIAGNOSIS03_chanText14:

DIAGNOSIS03_chan14: 0

DIAGNOSIS03_chanText15:

DIAGNOSIS03_chan15: 0

DIAGNOSIS03_chanText16:
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Asset message

Description

INDEX03 Module position on valve terminal
REVISIONO3 Module revision

MODULECODEO3 Module code

MODULETYPEO3: Module type "M-16DI-D"
MODULEDESCO03: Module description "Input module"
SUBMODULECODEO3 Sub module code

SERIALO3 Module Serialnumber

PARAMETERO3_namel:

Monitoring short circuit in sensor supply (SCV) "Monitor SCS"

PARAMETERO3_value1l:

1 = active (presetting)
O=inactive

PARAMETERO3_name2:

SCS"

"Behaviour after

Determines after a short circuit in the sensor supply whether
the power is to remain switched off or whether it is to be
switched on again automatically

PARAMETERO3_value2:

0=VSENremains switched off
1=VSENswitch on again (presetting)

PARAMETERO3_name3:

"Debounce time"

Determines when a change of edge of the sensor signal on this
module is to be accepted as a logical input signal

PARAMETERO3_value3:

Input debounce time
010.1 ms
113 ms (presetting)
2110 ms
3120 ms

PARAMETERO3_name4:

"Signal extension”

Determines the signal extension time for the relevant I-module.
Signal states accepted as logical input signals usually remain
valid at least until the specified signal extension time (mini-
mum signal duration) has expired. Changes of edge within the
extension time are ignored

PARAMETERO3_value4:

1

Signal extension time
010.5ms

1115 ms (presetting)
2150ms

31100 ms

PARAMETERO3_name5:

"Signal extension"

PARAMETERO3_value5:

0

PARAMETERO3_nameé6:

"Signal extension"

PARAMETERO3_valueé:

0

PARAMETERO3_name7:

"Signal extension"

PARAMETERO3_value7:

0

PARAMETERO3_nameS8:

"Signal extension"

PARAMETERO3_value8:

0

PARAMETERO3_name9:

"Signal extension"

PARAMETERO3_value9:

0

PARAMETERO3_name10: "Signal extension"

PARAMETERO3_value10: 0

PARAMETERO3_name11: "Signal extension"

PARAMETERO3_valuel1: 0
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PARAMETERO3_name12:

"Signal extension"

PARAMETERO3_value12: 0

PARAMETERO3_name13:

"Signal extension"

PARAMETERO3_value13: 0

PARAMETERO3_name1l4:

"Signal extension"

PARAMETERO3_value14: 0

PARAMETERO3_name15:

"Signal extension"

PARAMETERO3_value15: 0

PARAMETERO3_namelé6:

"Signal extension"

PARAMETERO3_value16: 0

PARAMETERO3_namel7:

"Signal extension"

PARAMETERO3_valuel7: 0

PARAMETERO3_name18:

"Signal extension"

PARAMETERO3_value18: 0

PARAMETERO3_name1l9:

"Signal extension”

PARAMETERO3_value19: 0

PARAMETERO3_name20:

"Signal extension"

PARAMETERO3_value20: 0

8.6.2 CPX-VTSA payloads.

Process message

Description

PDOUTO1_chan1:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan2:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan3:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan4:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan5:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chané:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan7:

Valve switching state
0 = inactive
1 = active




Diagnosis message

Description

DIAGNOSIS08_mod: 0

Module error code number

DIAGNOSIS08_modText: ""

Module error code description

DIAGNOSIS08_chan0: 0

Channel O error code number

DIAGNOSIS08_chanText1:

Channel O error code description

DIAGNOSIS08_chan1: 0

DIAGNOSIS08_chanText2:

DIAGNOSIS08_chan2: 0

DIAGNOSIS08_chanText3:

DIAGNOSIS08_chan3: 0

DIAGNOSIS08_chanText4:

DIAGNOSIS08_chan4: 0

DIAGNOSIS08_chanText5:

DIAGNOSIS08_chan5: 0

DIAGNOSIS08_chanText6:

DIAGNOSIS08_chané: 0

DIAGNOSIS08_chanText7:

DIAGNOSIS08_chan7: 0

DIAGNOSIS08_chanText8:

DIAGNOSIS08_chan8: 0

Asset message Description

INDEXO08: 8

Module position on valve terminal

REVISIONOS: "11"

Module revision

MODULECODEO08: 69 Module code
MODULETYPEOS8: "VTSA" Module type
MODULEDESCO08: "Pneumatic interface" Module description

SUBMODULECODEOS: 0

Submodulcode

SERIALO8: "3709486484"

Modul Serialnumber

PARAMETERO8_name1: IIN\OI’]itOI’VOUJ[/VVEil" Monitoring Supp[y Voltage (UVAL)

PARAMETERO8_valuel: 0

0 = inactive
1 = active (default)

PARAMETERO8_name2: "Monitor SCV" Monitoring short circuit at the valve (SCV)
PARAMETERO8_value2: 0 0 = inactive (default)

1 = active
PARAMETERO8_name3: "Monitor open circuit" Wire break monitoring for first valve

0 = inactive (default)
PARAMETEROS8_value3: 0 1 = active
PARAMETERO8_name4: "Monitor open circuit" Wire break monitoring for second valve

PARAMETERO8 value4: 0

0 = inactive (default)
1 = active

PARAMETERO8_name5: "Monitor open circuit"
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PARAMETEROS8_value5: O

PARAMETERO8_nameé: "Monitor open circuit"”

PARAMETERO8 value6: 0

PARAMETERO8_name7: "Monitor open circuit"”

PARAMETERO8 value7: 0

PARAMETEROQ8_name8: "Monitor open circuit"

PARAMETERO8 value8: 0

PARAMETERO8_name9: "Monitor open circuit”

PARAMETERO8 value9: 0

PARAMETERO8_name10: "Monitor open circuit"

PARAMETEROS8_value10: 0

8.7 MPA-P payloads.

Process message Description

UPTIME:O Uptime since last power cycle in seconds

PDOUTO1_chan1:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan2:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan3:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan4:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan5:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chané:

Valve switching state
0 = inactive
1 = active

PDOUTO1_chan7:

Valve switching state
0 = inactive
1 = active

PDOUTxx_chanxx:

Valve switching state
0 = inactive
1 = active




Diagnosis message

Description

DiagnosisO1_modeText0:

Example:

“Undervoltage in power supply”

DIAGNOSIS01_chanO:

Number of the channel

DiagnosisO1_modeText1:

DIAGNOSIS01_chan1:

DiagnosisO1_modeText2:

DIAGNOSIS01_chan2:

DiagnosisO1_modeText3:

DIAGNOSIS01_chan3:

Diagnosis01_modeText4:

DIAGNOSIS01_chan4:

Diagnosis01_modeText5:

DIAGNOSIS01_chan5:

Diagnosis01_modeText5:

DIAGNOSIS01_chan5:

Asset message Description
Index Position in the CPX platform
Revision
ModuleType MPA1S-D
ModuleDesc “Valve module”
Serial "3708941316"
Parameter01_namel “Monitor Vout/Vval”
Parameter01_valuel 0= inaFtive

1 = active

Parameter01_name2

“Monitor open circuit”

Parameter01_value2

0 = inactive
1 = active

Parameter01_name3

”

“Monitor open circuit

Parameter01_value4

0 = inactive
1 = active

Parameter01_nameX

”

“Monitor open circuit

Parameter01_valueX

0 = inactive
1 = active
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